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Microsoft Azure Well-Architected Framework

Architecture guidance and best practices, created for architects, developers and solution 

owners, to improve the quality of their workloads, based on 5 aligned and connected pillars

https://aka.ms/wellarchitected/framework
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https://aka.ms/wellarchitecture/framework


Security Overview



Shared responsibility of security in cloud workloads



Defense in-depth approach



Who is responsible for 

the security posture of 

a workload? 



Applying Governance to be able to assess Security Posture

Org Management Group

Connectivity

Platform Management Group

Identity Management

Baseline Policy

Platform + Inherited Policy Landing Zone + Inherited Policy

Landing Zone Management Group

SAP Corp Online 

- Azure Security Benchmark

- Enable Azure Security Center on your subscription

- Enable Security Center's auto provisioning of the Log Analytics 

agent on your subscriptions with custom workspace.



Applying Azure Security Benchmark Policy

Org Management Group

Azure Security Benchmark

Strengthen your cloud 

security posture

Secure 

score

Policies and 

compliance
Automation



Security

Azure Security Benchmark v3

Guest Config baselines

Key Vault certificate

NSG rules

AKS & AKS Engine

RBAC role assignment

Tags of operational & security metadata

Regulatory Compliance

NIST SP 800-53 R4

ISO 27001:2013

CIS

PCI v3.2.1:2018

FedRAMP Moderate

Canada Federal PBMM

SWIFT CSP-CSCF v2020

UK Official and UK NHS

IRS 1075

Common guardrails
Leverage built-in initiatives & policies



Cloud security posture management

Azure Security Center (free)

Cloud workload protection

Azure Defender (pay per plan)

→

Cloud security posture management

capabilities

(free)

Cloud Workload Protection

Microsoft Defender 

(pay per plan)

Microsoft Defender for Cloud

A new name for multi-cloud security: Microsoft Defender for Cloud

Streamline security management

Leverage



What is most important to secure 

user’s access to resources? 



Azure Active Directory at the Control Plane

Windows Server
Active Directory

SaaSAzure

On-Premises Microsoft Azure
Active Directory

Cloud

Azure AD Connect

ADFS

Multi-Factor 
Authentication

Privileged Identity 
Management

Conditional 
Access

Public
cloud

Other
directories

Access
Management

Identity
Protection



Azure Active Directory
Single sign-on and multi-factor authentication to help protect your users

Who uses Azure AD? How does Azure AD access 
management work?

Azure AD helps you give access to your organization's 
resources by providing access rights to a single user or 
to an entire Azure AD group. 

As an IT admin, you can use Azure AD 

to control access to your apps and 

your app resources, based on your 

business requirements.

As an app developer, use Azure AD as 

a standards, you can -based approach 

for adding single sign-on (SSO) to 

your app, allowing it to work with a 

user's pre-existing credentials. 

As a Microsoft 365, Office 365, Azure, 

and Dynamics CRM Online subscriber, 

you're already using Azure AD.



What are useful tools / resources to 

secure the network perimeter in 

Azure? 



Secure foundation with DDoS Protection & the Fabric 
Controller

DDoS and other edge 
protection

by default

Customer 2Customer 1

Fabric Controller is the central 
brain that secures and isolates 
customer environments 



Architecture diagrams, reference architectures, example scenarios, and solutions for common 

workloads on Azure

Reference Architectures | Security

Proactively stay secure with 

native controls

Implement a Secure hybrid 

network

implements a DMZ, also called a 

perimeter network, between the 

on-premises network and an 

Azure virtual network. All inbound 

and outbound traffic passes 

through Azure Firewall.
+

Reference Implementation to deploy [GitHub]

https://docs.microsoft.com/en-us/azure/architecture/example-scenario/data/sentinel-threat-intelligence


Is detecting & responding to threats 

easier in the cloud than on-

premises? 



Microsoft Intelligent Security Graph

Use the Microsoft Graph Security API to connect

Microsoft security products, services, and 

partners to streamline security operations and 

improve threat protection, detection, and 

response capabilities. 

Detect and respond to threats

The Microsoft Graph Security API



Native security and governance

API Protection

Detect and respond to threats

Native threat detection

Multi-cloud

Microsoft Sentinel

3rd-party 

and partners

Microsoft 365 Defender

Email/docs Endpoints

Identities Apps

Firewall

Web App Firewall

MDfC/Secure Score

SQL Protection

Microsoft Defender for Cloud

SQL Server VMs Containers

Network traffic IoT Apps

Microsoft Defender



Microsoft Defender for Cloud

get threat protection for your workload

provides visibility 

and control

Detect and respond to threats



Microsoft Sentinel is a true software as a service 

(SaaS) solution for SIEM and SOAR and lets your 

SecOps team focus on defending against threats.

Microsoft Sentinel makes it easy to collect security 

data across your hybrid organization, and uses 

artificial intelligence to ensure that you are

holistically identifying threats.

Microsoft Sentinel provides built-in automation with 

pre-defined or custom playbooks to solve repetitive 

tasks and to respond to threats quickly. 

Collect
Security data across 

your enterprise

Respond
Rapidly and

automate protection

Investigate
Critical incidents

guided by AI

Detect
Threats with vast

threat intelligence
Azure Sentinel

Cloud-native SIEM+SOAR

Microsoft Sentinel

Detect and respond to threats



Azure Architecture Center diagrams, reference architectures, example scenarios, and solutions for 

common workloads on Azure

Reference Architectures | Security

Threat indicators for cyber 

threat intelligence in Azure 

Sentinel

Import threat indicators, view 

logs, create rules to generate 

security alerts and incidents, and 

visualize threat intelligence data 

with Azure Sentinel.

Detect and respond to threats

+

Deployment guidance

https://docs.microsoft.com/en-us/azure/architecture/example-scenario/data/sentinel-threat-intelligence


Extend your existing security solution to Azure with Marketplace

Partner solutions

Data 
protection

Network 
security

Threat 
protection

Identity & access 
management 

Security 
management



Next steps

Engagement overview:

 Gather data on targeted applications

 Analyze architecture, performance details, incidents

 Prepare recommendations and remediation

 Create project plan to implement prioritized 

recommendations

Let’s get started: 

 Define application(s) you would like to improve security 

 Review current Azure Advisor Security Score

 Assess architecture with Azure Well-Architected Review

Gather 

relevant 

data

Analyze

Advice

Implement



Architect & optimize workloads for success

Well-Architected 

Learning Path
(aka.ms/wellarchitected/ 

learn) 

Azure Well-Architected 

Framework
(aka.ms/wellarchitected/framework) 

Azure Well-Architected 

Review
(aka.ms/wellarchitected/review) 

Well-Architected Design 

Principles
(aka.ms/wellarchitected/ 

designprinciples) 

Azure Architectures
(aka.ms/wellarchitected/ 

referencearch) 

Channel 9 Show
(aka.ms/azenable)

(coming soon)

MS Consulting Services

(aka.ms/WAFServices)

https://aka.ms/architecture/learn
https://aka.ms/architecture/framework
https://aka.ms/thereview
https://aka.ms/wellarchitected/designprinciples
https://docs.microsoft.com/en-us/azure/architecture/browse/
https://aka.ms/azenable
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Thank you!


