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Operational 

Excellence

Operational Excellence offers guidelines to create a 
sustainable application environment by building, 
deploying and maintaining workloads, and 
comprehensive automation, monitoring and testing.



Operational Excellence

Continuous 

Improvement

Agile and Accurate 

processes

Focused and assertive 

application monitoring



Who is responsible for infrastructure deployment?



Common cloud operating models

Strategic priority:

Innovation 

Strategic priority:

Control 

Strategic priority:

Democratization

Strategic priority:

Integration



Accountability alignment

Workload specific

accountability and 

operations

Central IT 

CCoE

Mixed accountability



Manage organizational alignment



Mapping of skills to IT roles in a cloud-hosted 

environment



How do you deploy to Azure? 



Build, deploy, and manage workloads with trustworthy processes

Operational Excellence offers you the guidelines to create a sustainable application environment by

building, deploying and maintaining workloads, and comprehensive automation, monitoring and testing.

Agile and accurate 

processes

Focused and assertive 

application monitoring

Continuous 

improvement

• Dive deep into your workloads' 

information with Log Analytics for 

infrastructure and with Azure 

Application Insights for application 

trends.

• Manage the health of your system and 

activity logging by consuming core 

monitoring insights provided by Azure 

Monitor.

• Enjoy the flexibility of creating agile and 

independent workloads with

microservices and loosely coupled 

architectures. 

• Use Chaos Engineering practices and 

run regular tests to reach higher levels 

of maturity and operational 

effectiveness.

• Reduce process risks by automating 

operational tasks and deployments with 

Azure Automation, Azure CLI and Azure 

PowerShell.

• Apply DevOps to break down barriers 

between development and operations 

within the cloud journey.

• Build and test workloads with 

Continuous Integration and Continuous 

Delivery (CI/CD) both in development 

and production stages.

• Perform extensive automated testing 

with Azure Pipelines or manual testing 

with Azure Testing Plans.



Agile and accurate processes
Ops Excellence Principle: optimize build and release processes

From provisioning with Infrastructure as Code, to build and releases with CI/CD pipelines, to automated 

testing, embrace software engineering disciplines across your entire environment. 

Infrastructure as Code
Continuous Integration 

& Continuous Delivery
Automated testing

• Define the entire Infrastructure as 

Code just as you define your 

application

• Increase accuracy and reduce 

process risks preventing 

configuration drift

• Enable easy recreation of new 

environments, e.g., for 

developing new features

• Build and test 

workloads with Continuous 

Integration 

and Continuous Delivery 

(CI/CD) both in development and 

production stages, to achieve a 

single and consistent way of 

building and deploying.

• Eliminate error-prone manual 

interventions

• Versioning of CI/CD pipelines for 

traceability of changes

• Perform extensive 

automated testing to ensure 

a stable code base and 

resource composition before 

deploying to critical systems

• Achieve a faster time-to-ship 

with fewer errors



What should be monitored in Azure?



Implement systems and processes to monitor build and release processes, infrastructure health, and 

application health. Telemetry is critical to understanding the health of a workload and whether the service is 

meeting the business goals.

Focused and assertive application monitoring
Ops Excellence Principle: Monitor system and understand operational health

Monitor infrastructure 

and application health

• Build confidence in the overall health of 

your workload

• Dive deep into instrumentation 

with Log Analytics for infrastructure 

monitoring

• Instrument your code to collect all 

relevant events and metrics

• Use comprehensive dashboards that 

are tailored to your audiences

• Leverage Azure Application Insights for 

observing application trends

Understand workload health 

to meet business goals

• Understand the business impact of 

reduced workload health

• Correlate events and metrics across 

different parts of your solution

• Respond to issues with self-healing 

capabilities

Monitor build and 

release processes

• Give developers early feedback 

on pushed code changes

• Avoid outages caused by the 

rollout of new features



▪ Edit and run log queries with data in Azure 

Monitor Logs.

▪ Sort, filter, and analyze custom queries

▪ Perform statistical analysis and visualize the 

results in a chart to help spot trends.

▪ Monitors your live applications and 

automatically detects performance anomalies

▪ Helps you diagnose issues and to understand 

how users interact with your app.

▪ Works for apps on a wide variety of platforms 

including .NET, Node.js, Java, and Python hosted 

on-premises, hybrid, or any public cloud. 

Log Analytics Application Insights

Focused and assertive application monitoring
Log Analytics and Application Insights



Well-Architected Review Tool

Assess your workloads using the tenets found 

in the Microsoft Azure Well-Architected 

Framework:

• Understand the Well-Architected level of your 

workload environment.

aka.ms/architecture/review 

• Access guidance for next steps of your workload 

improvement process.

https://aka.ms/architecture/review


Architect & optimize workloads for success

Well-Architected 

Learning Path
(aka.ms/wellarchitected/ 

learn) 

Azure Well-Architected 

Framework
(aka.ms/wellarchitected/framework) 

Azure Well-Architected 

Review
(aka.ms/wellarchitected/review) 

Well-Architected Design 

Principles
(aka.ms/wellarchitected/ 

designprinciples) 

Azure Architectures
(aka.ms/wellarchitected/ 

referencearch) 

Channel 9 Show
(aka.ms/azenable)

MS Consulting Services

(aka.ms/WAFServices)

https://aka.ms/architecture/learn
https://aka.ms/architecture/framework
https://aka.ms/thereview
https://aka.ms/wellarchitected/designprinciples
https://docs.microsoft.com/en-us/azure/architecture/browse/
https://aka.ms/azenable




Helpful links:

• DevOps checklist

• WAF Assessment

• Operational excellence recommendations

• Monitoring and diagnostics guidance

• Solution ideas CI/CD

https://docs.microsoft.com/en-us/azure/architecture/checklist/dev-ops
https://docs.microsoft.com/en-us/assessments/
https://docs.microsoft.com/en-us/azure/advisor/advisor-operational-excellence-recommendations
https://docs.microsoft.com/en-us/azure/architecture/best-practices/monitoring
https://docs.microsoft.com/en-us/azure/architecture/solution-ideas/articles/cicd-for-azure-vms

