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Microsoft Azure Well-Architected Framework

Architecture guidance and best practices created for architects, developers, and
solution owners, to improve the quality of their workloads, based on 5 aligned
and connected pillars...

Cost Operational Performance Reliability Security
Optimization Excellence Efficiency

Learn more hittps://aka.ms/architecture/framework
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. Operational Excellence offers guidelines to create a

Operatl()nal sustainable application environment by building,
deploying and maintaining workloads, and

Exce"ence comprehensive automation, monitoring and testing




Q Agile and Accurate
processes

Focused and assertive
application monitoring

Operational Excellence 000

™ Continuous
Improvement



Who is responsible for infrastructure deployment?
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Common cloud operating models Cr\\Cr_\\)

Distributed Operations
Strategic priority:
Integration

Enterprise Operations
Strategic priority:
Democratizatio

Central Operations
Strategic priority:
_ Control
Decentral Operations

Strategic priority:
Innovation



Accountability alignment

Decentral Operations
Workload specific
accountability and
operations

Central Operations
Central IT

Enterprise Operations
CCoE
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Distributed Operations
Mixed accountability




Manage organizational alignment
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Mapping of skills to IT roles in a cloud-hosted
environment

® Commoditized skills @ Strategic skills for the new era

Application Network
Developer Operation Datacenter
& Support Engineer

Solution Ul Designer Tester Statistician DBA

Manager UX Designer SDET Analyst Data Analyst
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How do you deploy to Azure?



Build, deploy, and manage workloads with trustworthy processes

Operational Excellence offers you the guidelines to create a sustainable application environment by
building, deploying and maintaining workloads, and comprehensive automation, monitoring and testing.

0 Agile and accurate
processes

Apply DevOps to break down barriers
between development and operations
within the cloud journey.

Build and test workloads with
Continuous Integration and Continuous
Delivery (CI/CD) both in development
and production stages.

Perform extensive automated testing
with Azure Pipelines or manual testing
with Azure Testing Plans.

Focused and assertive
e application monitoring

Dive deep into your workloads'
information with Log Analytics for
infrastructure and with Azure
Application Insights for application
trends.

Manage the health of your system and
activity logging by consuming core
monitoring insights provided by Azure
Monitor.

I’\ Continuous

Improvement

Enjoy the flexibility of creating agile and
independent workloads with
microservices and loosely coupled
architectures.

Use Chaos Engineering practices and
run regular tests to reach higher levels
of maturity and operational
effectiveness.

Reduce process risks by automating
operational tasks and deployments with
Azure Automation, Azure CLI and Azure
PowerShell.



0 Agile and accurate processes
Ops Excellence Principle: optimize build and release processes

From provisioning with Infrastructure as Code, to build and releases with Cl/CD pipelines, to automated
testing, embrace software engineering disciplines across your entire environment.

®~N Continuous Integration
®.® & Continuous Delivery

oo

s ,
L Infrastructure as Code -0— Automated testing

» Define the entire Infrastructure as * Build and test * Perform extensive
Code just as you define your workloads with Continuous automated testing to ensure
application Integration a stable code base and
and Continuous Delivery resource composition before
* Increase accuracy and reduce (CI/CD) both in development and deploying to critical systems
process risks preventing production stages, to achieve a _ _ _
configuration drift single and consistent way of * Achieve a faster time-to-ship

ildi - with fewer errors
 Enable easy recreation of new building and deploying.

environments, e.g., for « Eliminate error-prone manual
developing new features interventions

» Versioning of CI/CD pipelines for
traceability of changes



What should be monitored in Azure?



Focused and assertive application monitoring

|
®  Ops Excellence Principle: Monitor system and understand operational health

Implement systems and processes to monitor build and release processes, infrastructure health, and
application health. Telemetry is critical to understanding the health of a workload and whether the service is

meeting the business goals.

Monitor build and
EIEENE processes
* Give developers early feedback

on pushed code changes

» Avoid outages caused by the
rollout of new features

Monitor infrastructure
and application health

Build confidence in the overall health of
your workload

Dive deep into instrumentation
with Log Analytics for infrastructure
monitoring

Instrument your code to collect all
relevant events and metrics

Use comprehensive dashboards that
are tailored to your audiences

Leverage Azure Application Insights for
observing application trends

Understand workload health

@ to meet business goals

Understand the business impact of
reduced workload health

Correlate events and metrics across
different parts of your solution

Respond to issues with self-healing
capabilities



Focused and assertive application monitoring

Log Analytics and Application Insights

Log Analytics

Edit and run log queries with data in Azure
Monitor Logs.

Sort, filter, and analyze custom queries
Perform statistical analysis and visualize the
results in a chart to help spot trends.

Application Insights

ety Application
Insights

= Monitors your live applications and
automatically detects performance anomalies

» Helps you diagnose issues and to understand
how users interact with your app.

=  Works for apps on a wide variety of platforms
including .NET, Node,s, Java, and Python hosted
on-premises, hybrid, or any public cloud.




Well-Architected Review Tool

Assess your workloads using the tenets found
in the Microsoft Azure Well-Architected
Framework

Understand the Well-Architected level of your
workload environment.

Your overall results

Almost there. You have some room to improve your current enviranment, but you're on
track. If you continue to optimize, you'll soon be ready for successful cloud enablement.

MODERATE

Critical 0-33 Moderate 33-67 Excellent 67-100

Your result:

I 50/100

Access guidance for next steps of your workload
Improvement process.

aka.ms/architecture/review

Microsoft Azure Well-Architected Review

Examine your workload through the lenses of reliability, cost management, operational excellence, security and

performance efficiency [20 minutes].

Assessment name *

Microsoft Azure Well-Architected Review - Jul 21, 2020 - 9:09:31 AM

Choose your interests

[
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Cost Optimization

An effective architecture achieves business goals and ROI requirements while keeping costs within the allocated
budget.

Operational Excellence

To ensure that your application is running effectively over time, consider multiple perspectives, from both an
application and infrastructure angles. Your strategy must include the processes that you implement so that your users
are getting the right experience.

Performance Efficiency

Prioritize scalability as you design and implement phases. Scalability leads to lower maintenance costs, better user
experience, and higher agility.

Reliability

In a cloud environment you scale out rather than buying higher-end hardware to scale up. While it's always desirable
to prevent all failure, focus your efforts in minimizing the effects of a single failing component.

Security

Security is one of the most important aspects of any architecture. It provides confidentiality, integrity, and availability
assurances against deliberate attacks and abuse of your valuable data and systems. Losing these assurances can
negatively impact your business operations and revenue, as well as your organization's reputation in the marketplace.
In the following series of articles, we'll discuss key architectural considerations and principles for security and how they
apply to Azure.



https://aka.ms/architecture/review

Architect & optimize workloads for success

m ® ®

Leverage assessment

: Get trained Browse Reference Azure Enablement Show
Azure Well-Architected Well-Architected Architectures Channel 9 Show
(aka.ms/welliaerzlf:gz\({ted/review) Learning P.ath Azure Architectures ke ms/azenable)
(aka.ms/wellarchitected/ (aka.ms/wellarchitected/
learn) referencearch)
Review Design Principles Review the Documentation Engage a partner Find Service Offers
Well-Architected Design Azure Well-Architected Partner Offers MS Consulting Services
Principles Framework (aka.ms/WAFServices)
(aka.ms/wellarchitected/ (aka.ms/wellarchitected/framework)

designprinciples)


https://aka.ms/architecture/learn
https://aka.ms/architecture/framework
https://aka.ms/thereview
https://aka.ms/wellarchitected/designprinciples
https://docs.microsoft.com/en-us/azure/architecture/browse/
https://aka.ms/azenable

Thank you!



DevOps checklist
WAF Assessment
Operational excellence recommendations

Monitoring and diagnostics guidance
Solution ideas CI/CD



https://docs.microsoft.com/en-us/azure/architecture/checklist/dev-ops
https://docs.microsoft.com/en-us/assessments/
https://docs.microsoft.com/en-us/azure/advisor/advisor-operational-excellence-recommendations
https://docs.microsoft.com/en-us/azure/architecture/best-practices/monitoring
https://docs.microsoft.com/en-us/azure/architecture/solution-ideas/articles/cicd-for-azure-vms

